Cashless Payment and Security Part 2

IT news this week will be a continuation of the previous topic, cashless security.
Before we start, however, let me highlight one other benefit of purchasing through QR code over
a credit card. This benefit is with the speed of notifications.
Any purchases done through a QR code would send an email or text notifying the user of the
purchase, letting them know immediately if there was anything wrong.
Though reassuring, since the number of emails received increases, one has to be careful of
another risk, phishing scam.
Phishing is not an act of fishing, it is an act of sending an email disguised as a financial
institution and fraudulently collecting personal information such as user ID, password, address,
name, bank account number, credit card number, etc. This triggering email is called phishing
email and the connected site is called phishing site.

What is Phishing?
What does a phishing email look like? These are two examples of common phishing emails.
Do they seem suspicious to you?

Previously, it was said to be careful of emails with bad English grammar. That is still true today, however,
now we have to be careful of emails with good English as well. Some phishing emails would copy
directly from the original email, which may make it difficult to see at first glance.
There is also an increasing number of cases where a message is being sent through text, and since the text
messages are generally short, it may be harder to notice.
Recently, there has been an increasing number of companies using SMS for two-factor authentication and
confirmation of delivery status. So it may come naturally for some to open the URL listed in the text
messages, however, this can become another gateway in which phishing can occur.
What happens if you open the link anyway? It looks like the following screen:

Were you able to spot the difference? Probably not, as the site is a direct copy of the original
For this reason, identifying based on only the appearance is nearly impossible. As a countermeasure, there
are generally methods such as checking the URL or certificate of the site, but since most of these websites
will be accessed from smartphones, it is highly likely that you will not notice the difference in details.
Once the user unknowingly puts in their credentials for the website, the site administrator can steal it.
Subsequent pages may even ask for other information as well, such as credit card numbers, addresses, etc.
Sometimes, it could go even further and have the user install an unauthorized app.

So how do we prevent it?
1．Use the Official App to Check Purchase History
An email notification of purchase you do not recall may lead to panic and may cause the mistake of
giving away your credentials. So when an email is received that notifies you of fraudulent activity, calm
down and check the purchase history through the official app.
If it was indeed, a fraudulent activity taking place, then the user should be able to see it through the app
without clicking on the link sent in the email.
2．Try to Avoid Clicking on Links Sent Through Email or Text Message
As in the above, if it was Amazon or Facebook, it is safer to access through the app to confirm
the notifications. If you do not have the app, it is also safe to access the site through google.
Even if the message seems safe, it will always be safer to avoid using those links.
In addition to the above, there are detailed countermeasures such as checking the sender of the
email, checking the site owner, checking the certificate, and checking the sender if through
SMS.
However, considering a smartphone, it is difficult to conduct a detailed survey immediately.
You can eradicate damage from e-mails and SMS simply by making the above two points a
habit without thinking about the details.
・What to Do When Phishing Succeeds
It may be different depending on the phishing site, but if you have entered the username and
password, immediately change the password.
If possible, change the username as well.
If the same username and password was being used in other sites, make sure to make the
changes on those sites as well.
If you cannot log in due to password mismatch, etc., the criminal may have already changed the
password.
The damage caused by phishing sites is increasing in both the number of damages and the
amount of damage.

Credit card information is mostly stolen during the impersonation of a cashless payment site. If
your credit card number or security code is stolen, contact your credit card company and stop
your card immediately.
Final Remark
In the future, with the spread of cashless payments, damage to those who do not have
knowledge of phishing scams is expected. So the greatest prevention to phishing is to always
expect it and to take measures accordingly.
Stay tuned for the next IT News!

